International Observership for Education in Neurosciences: i-OPEN

Confidentiality & Electronic Security Agreement

NAME: DATE OFBIRTH: __/_/
DEPARTMENT: Neurology POSITION: Observer
Contact Program Coordinator: Ashlie Schaffner

GENMERAL CONFIDENTIALITY REQUIRED BY ALL:
Az a condition of my use, access, and/or disclosure of confidential mformation of Froedien & Communily Health, Froedter Hospital, andior
Community Memarial Hospital (collectvely F&CH), | understand and agree to the requirements set forth in this Agreament. | understand that
Ihese requirements are my responsibiiity and agree {o protect and secure FACH confidential information and devices when | am on and off-
campus. | also understand that my obfgations under this agreement will continue after my employment with FACH has ended, or my contract
ar relationship ceases

| agres to access, use and/or disclose confidantial information only as authorized and necessary lo perform my lagitimate job functions. This
means, amang other things, that:

a

I wil not in any way access, use, divuige, copy, release, sell, ioan, review, alter or destroy any confidential information except as
properly and clearly authorized within the scope of my work functions and in accordance with afl applicable policies and procedures
ot FACH and with all apphcable laws.

I will not access or review my own protected health information (PHI) of infarmaticn of my family, friends, co-workers, etc. unlessilis
ta carry out lagitimate job funclions . (Examples of PHI include: medical records, appaintments, demographics. ballmg and other
patiant information. ehe )

| will @xercise extrame caution when discussing and disseminating confidential Informatien and will da 8o enly when there is a
legitimate business need

| understand and agrea that | have no individual rights to, or ownership of any information accessed or created by me dunng my
relationship with F&CH

| will immediatety report to the Corporate Complance Department, any individual's or entity’s activities that | suspect may
compramise cenfidentiality or thal may conflict with the Corporate Confidantiality Policy,

CONFIDENTIALITY REQUIREMENTS FOR THOSE WITH ELECTRONIC / DEVICE ACCESS:
| understand that my userd/password i my persenal acoess code for my electronic system access, |t acts as my personal signature
when parforming elecirenic activilies, and | agree to the following

a

| will foflow the FECH security policies and will only access or usé systems or devices, including portable devices and USB media
that | am properfy aulthorized o use by FACH Information Technakogy

| will safequard my access codes and will not disciose them to anyone (incleding: my manager or Information Technology). | will not
request access to or use any olher person’'s passwords or access codes

| eccept responsibelity for al actvities underdaken using my access code. |If the security of my access codes has been compromised.
| will immediately change my password and repert it to FACH Information Technobogy Security Depariment

1 will practice good security measures such as keeping all alectronic devices password protected and in & secured location, and
lagging cul of the workstation or locking it when unattended. | will nol make any unauthorized transmissions, inquiries, modifications
or purging of confidential information. | will not madify the workstation configuration or use or add soffware to it without prior
aulharization from rmy FACH manager and Information Technology

| underetand that F&CH has the right to maintaln system audil traile and conduct audits of any aclivity and access lo confidental
Information and patient information This could include the maching name, user, date and dala accessed, etc, FACH may alko
conduct a review to menitor appropriaie use of my system activity al anylime and withoul nolice.

| undarstand and agree that | have no indawedual right 1o or ownership interestin any confidential infarmation refened to in this
agreement and that F&CH may at any time revoke my passwords and access codes.

By signing this document, | agree wilh the terms and undersiand that violation of any part of this agreement may resull in disciplinary
action, including termination, or terminetion of my business relationship with F&CH. Addstionally, certain violations may be subject lo
reparting requirements to apolicabie ficensing/certfication boards, and subject to civil and/or criminal legal sanciions.

Signature Date: [/ [




